Satellite Communications

SkyFile® Anti Virus

Installation guide

Date: 15-Jan-15
Ref: Version 3.00

© AIRBUS

DEFENCE & SPACE



@ AIRBUS

DEFENCE & SPACE

Table of Contents

1. DOCUMENT HISTORY ....ooovuoereimeeeseeeoseseeeeseesssesssesssessessesses s esssesesseseseseess s s e seeseeeseaneees 4
2. SKYFILE® ANTI VIRUS, INTRODUCTION. ......ovoomveeereereeeseeeesseeesesessseseseeeseseseesesseesesssseeneens 5
3. SKYFILE ANTI VIRUS, SERVICE OVERVIEW. .......ooverrveeeeeeeereeneeeseeesesseeeeseseesessseseseeseeneens 5
4. HOW TO BECOME A SKYFILE ANTI VIRUS USER? ......covvvorverrereecseeeseesssssssssssesssesssssesssenns 6
5. HOW TO DOWNLOAD SKYFILE ANTI VIRUS SOFTWARE? ......coovverrrreeeresssesesssesssssssssnneons 6
5.1 REMOTE CONFIGURATION WEBSITE ACCESS BY ACCOUNT-OWNER. ......ccc.ervvrmrrenn. 6
52 REMOTE CONFIGURATION WEBSITE ACCESS BY THIRD-PARTY. ....cco..ovvvoerrrrerrirrrrnnn. 8
6. SKYFILE ANTI VIRUS & IDE PACKAGE INSTALLATION ......ooomveereeeneeeeeeessseeseeseesesseeeeneens 9
6.1  SKYFILE ANTI VIRUS INSTALLATION ....ooomvvoeeeoceeeeeeeseeeseeseeseeseeeseeenes e 9
6.2  SKYFILE IDE PACKAGE INSTALLATION. .....oouvvoereoceeecseessseesssessseeesssesssesssssesesssssnseeos 10
6.3 LOCAL AREA NETWORK INSTALLATION & PROTECTION. ......ooueverrrerrreesereseseeereeneens 11
6.4  GENERAL FUNCTIONS ....oovoorveereeeeeeeeseeeseeesesseseseseseeseses e sssessesenes s 11
7. NOTIFICATIONS CREATED BY SKYFILE ANTIVIRUS ........orvvorveeceeesesesssesesesssssseesssee 12
7.1 FIRST INSTALLATION OF SKYFILE ANTIVIRUS. .....ooorveerreeeeseseseeseesssesessseseseseeseens 13
7.2 SKYFILE ANTI VIRUS ENGINE UPDATE..........oviiereeeeeeseeeseeeeeseseseeseeesseesesesesesseseeneens 14
7.3 SKYFILE ANTI VIRUS EXPIRING ENGINE (AFTER 120 AND 150 DAYS OF USAGE) ...... 15
7.4 SKYFILE ANTI VIRUS NEW ENGINE AVAILABLE. ..........cooorveeerreeereereeesseesesesesesseseenenns 16
8. QUATERLY UPDATE OVER THE AIR w...oorviuoeoeeeeeceeeseeeseseseeseeeeesse s snesseeeseee 17
9. SOPHOS INTERFACE ....ooovomvoeeeieoeeeeeceeesseesesse s sse s s ese s ss s 19
9.1 SET UP ANEW SCAN. w.ooooooeeeeeeeeeeeeeeee s s ssees oo 20
9.2 SOPHOS ANTI VIRUS INTERFACE, MESSAGING. ........cvvrrreerereeereeseeessseseseseseseeseeneens 21
10. SKYFILE ANTI VIRUS DE-INSTALLATION .......rvimeeereeeeeeeseseeeeseeeseseeeeeesoessesesesseeseesnseee 22
L1e FUALQ oo 23
11.1 PC PRIVILEGES ....oovoorvoeeecoeeeeeesoeeeeees oo eeessenes s seesss s enessnesseseaneens 23
11.2 SKYFILE ANTI VIRUS AND SKYFILE MAIL INSTALLATION PATH .......covvvrrrrrcrernens 23
11.3 SKYFILE MAIL (OR OTHER SOFTWARE APPLICATIONS) RUN SLOWLY AFTER
SKYFILE ANTI VIRUS' INSTALLATION. ......oovooeviemeeeseeeeseseeeeseesseesessessessseee s 24
11.4 A RED CROSS APPEARS ON SOPHOS ANTI VIRUS ICON.......o..ovvveereerreeneesneeenne. 24
115  WHERE CAN | FIND INFORMATION ABOUT SOPHOS ANTI VIRUS?..........ccoooeeeane.. 24
11.6 SOPHOS ANTI VIRUS ICON DOESN'T APPEAR............ovveemeeeereeeieeeeseseesesesesesesennnens 24

SkyFile Anti Virus | Installation guide | v3.00 Page 2/26



@ AIRBUS

DEFENCE & SPACE

11.7 HOW CAN | USE ALERTS / MESSAGING MENU? ......oooiiiiiiiiiiie e 25
11.8 AN ANTI VIRUS SOFTWARE IS ALREADY INSTALLED. ......cccciiiiiieeiiieeeee e 25
11.9 HOW CAN | CONFIGURE AUTO-SCAN? ... 25
12, NEED SUPPORT? ..ottt ettt e e e e s s e e e e e e s s e e e e e e e s s aer e 26

SkyFile Anti Virus | Installation guide | v3.00 Page 3/26



@ AIRBUS

DEFENCE & SPACE

1. DOCUMENT HISTORY
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2. SKYFILE® ANTI VIRUS, INTRODUCTION.

Benefit from our software SkyFiIe® Anti Virus in combination with SkyFile Mail.

The SkyFile Anti Virus software protects your remote computer assets from potentially harmful viruses.
Fully automatic Anti Virus updates, notification and version verification ensure you keep your
computers and Local Area Network safe even while at sea. It combats a wide range of threats such as
viruses, Trojan horses and other malicious software (malware). It is a highly effective Anti Virus
program and protects you against a range of viruses, Trojans, worms, spyware, adware and PUAs

(Potentially Unwanted Applications), using Sophos based virus detection engine.

SkyFile Anti Virus delivers the same benefits as a shore-based Anti Virus program for your satellite

communications. Thanks to high compression levels, this includes low speed data-terminals.

3. SKYFILE ANTI VIRUS, SERVICE OVERVIEW.

SkyFile Anti Virus is a complete Anti Virus software, providing your vessels or remote PCs and
networks  with  protection against viruses and other external threat sources.
Once installed, the program is fully automatic and provides the same level of protection as your office-

based Anti Virus software.

The compression (up to 50%) ensures that update files are small in size (average of total daily
updates, around 40Kbytes) making it compatible even with low-speed data terminals such as Iridium

and Inmarsat Mini M.
Automatic email notification ensures you always have the latest version of SkyFile Anti Virus.

SkyFile Anti Virus must be used together with SkyFile Mail, Airbus Defence and Space’ messaging
and compression tool that allows you to send reliable and cost-effective emails, e-faxes and SMS

messages.
Daily updates are automatically delivered by email via SkyFile Mail.

Software updates are performed automatically for all registered PCs of your vessels or remote PC

network thanks to SkyFile Mail's Automatic File Transfer (AFT) feature.
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4. HOW TO BECOME A SKYFILE ANTI VIRUS USER?

Using SkyFile Anti Virus services requires a registration. A dedicated activation form is available on
our website (www.satcom-airbusds.com or www.SkyFile.com) or can be ordered at Airbus Defence

and Space Customer Care (asbc.customercare@astrium.eads.net).

Fill out the document (page 2 of the activation form is mandatory for SkyFile Anti Virus activations) and
indicate the number of PC/Laptops which you want to protect with SkyFile Anti Virus system on board
or on your Local Area Network.

Insert date and sign the activation form and send it back to Airbus Defence and Space Customer Care

(asbc.customercare@astrium.eads.net).

5. HOW TO DOWNLOAD SKYFILE ANTI VIRUS SOFTWARE?

SkyFile Anti Virus software is not provided on a CD because it should be obsolete almost immediately.
In order to provide our users an up-to-date Anti Virus software, SkyFile Anti Virus can be downloaded
from the SkyFile Mail Remote Configuration website.

When SkyFile Anti Virus option has been activated by Airbus Defence and Space Customer Care,
SkyFile Anti Virus menu is available.

51 REMOTE CONFIGURATION WEBSITE ACCESS BY ACCOUNT-OWNER.

Please go to SkyFile Mail Remote Configuration website via

http://www.webmail. SkyFile.com/cfg.htm

(=3 Een =
QO\’C hitps/webmailalyfl.. © - @ 2 0| @ siyfie Login ] o 3 5
File Edit View Favorites Tools Help
i~ B - & v Pagev Sefety~ Tools~ @~ & £ H] ¢
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SKYFILE" MAIL

Webmail Login

Username

Access to...
|Mmoria—moon x ‘

> Registration of new SkyFile account
Password > SkyFile Remote Configuration login

> SkyFile NOAD registration

®125%
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Please enter your Master Username and password.

Note: The SkyFile username, used for doing tests and screen-shots is “Victoria-moon”

Select “Anti Virus” Option Anti Virus ]

E=8 Bl *3
S\ nttps:/swebmailskyfil p-ﬁncuw AT
(52)| & ttps://webmail sofil.. 2 C || & SkyFile Remote Configurati... L
File Edit View Favoiites Tools Help
- v [ g v Pagev Safetyv Tools~ @~ BN £ (] 2=
~

AIRBUS SKYFILE" MAIL

DEFENCE & SPACE VICTORIA-MOON - Login successful
Remote configuration: Force configuration+mail backup: After changing any
Every l:l days configuration data
The following files can be requested white list) and for
S = from the client. They will be sent fo requesting any files,
REpaidiivNal the e-mail addresses registered and  [please do not forget
authorized at the server- to click on "Send all".
Address book l:l last KByte of transfer log
- ["] Configuration overview Send all
AATEENTS S [] Address book
Billing fle(s) for: Cancel all
(-= none)
PDN/NDN Detailed subaccount data
Black&white list
Y]
®125% -
You access to SkyFile Anti Virus download page:
E=8 Eel ==
g@“@ hitps://webmailskyfil. © - @ B C | @ skyFle ant Virus Download ‘ ‘ () 23 €21
File Favorites  Tools Help
N~ ~ [ @ v Page~ Safety~ Tools~ @~ B {F @] e
®
AIRBUS SKYFILE" ANTI VIRUS
DEFENCE & SPACE VICTORIA-MOON
To install SkyFile Anti Virus onboard, please download these two files and bring them
to the vessel, e. g. on a CD or a USB stick
SFAV_ENG.ZIP, ~100 MB, 10.3.7 527 VDD 5.07 (29.10.2014)
The newest, monthly renewed installation package. This ZIP file contains the anti-virus
engine and its setup program. You can use this file both for the first-time installation
onboard and for later engine updates, which are required every 2-3 months
- To install the engine, launch SETUP.EXE in this ZIP file onboard
SFAV_IDE.ZIP, ~0-5 MB
Daily renewed "first time IDE update package" This files contains all virus pattern
updates (IDE files) which are newer than the current SFAV_ENG.ZIP. This file helps
you to minimize the necessary volume of online updates during the first usage
- This file is required for the very first installation enboard only!
- To install the first-time pattern updates, launch SETUP.EXE in this ZIP file onboard.
Important notes:
Both files can be used with SkyFile Mail only and if the anti-virus option is enabled for
the corresponding account. SkyFile Anti Virus cannot be used with Inmarsat-C terminals
or on a terrestrial computer
If a third party needs to download SkyFile Anti Virus for you, please communicate the
following password: sfav
If this password is entered instead of the master password, there will be no remote
configuration menu but the SkyFile Anti Virus download page only.
®125% -
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On the SkyFile Anti Virus page, you find two downloadable files:

e SFAV_ENG.ZIP (~100 MB): The newest monthly renewed installation package. The ZIP file
contains the complete Sophos client software and the application "SETUP.EXE", developed by
Airbus Defence and Space. This application manages the installation of the Sophos update
repository on the ship and guides you through all steps of activation. You do not have to edit any

XML files or use scripts.

e SFAV_IDE.ZIP (0-5 MB): Daily renewed "first time IDE update package". This file contains all
virus pattern updates (IDE files) which are newer than the current SFAV_ENG.ZIP. This file helps

you to minimize the necessary volume of online updates during the first usage.

Please download both files. This should be done as near as possible to the date of installation. Then

go to the ship for installation.

Every month a new “SFAV_ENG” file is available on the Remote Configuration Tool website. It is

recommended to update the Sophos Engine on a monthly basis but it is not mandatory.

The engine can accept daily updates during maximum 3 months. When the engine gets older, the
master will get a popup window reminding him that he has to do an engine update. This happens after
the engine gets 60days and 75days old. In addition to the popup message for the master a mail to the

Remote Configuration registered addresses is sent with the same information.

After 3 months of usage, SkyFile Anti Virus will continue to protect your network against known viruses

but no more against new ones.

5.2 Remote Configuration website access by third-party.

It might happen that you need to provide the access to your Remote Configuration website to a third-
party. For instance, if the vessel is far away and if SkyFile Anti Virus Engine must be updated, you

might need to provide the access-rights to the local ship-chandler or your local correspondent.

To avoid any problems of confidentiality and to preserve the privacy of SkyFile account parameters,
you can provide the “generic” password: “SFAV”. By entering the Master user name and “SFAV” as
password, the user will only access to SkyFile Anti Virus downloading page. The other menu won'’t be

accessible.
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6. SKYFILE ANTI VIRUS & IDE PACKAGE INSTALLATION

After downloading both required files (SFAV_ENG.ZIP and SFAV_IDE.ZIP), SkyFile Anti Virus can be

installed on board.
For economic reasons, downloading should be done as near as possible to the date of installation.

After going to the ship, you have to launch first “SETUP.EXE in “SFAV_ENG.ZIP” with administrative

privileges:
¢ Windows 2000 and XP prior to SP2: Re-login in Windows as administrator
e Windows XP SP2 normally asks for administration log-in when launching setup.

e Windows Vista & Windows 7 asks for the permission to execute set-up, click “yes”

6.1 SkyFile Anti Virus installation

NOTE: Please first check you have the administrator privileges on your PC.
¢ Please follow instructions given during the installation

e Please, read and accept the “SkyFile Anti Virus Sub Licence Agreement” then click on
“Continue”.

e When asked, please choose the type of installation between:
o Network installation

o Local workstation installation (only one PC is protected)
e To change the configuration afterwards (from one workstation to Local Area Network

installation), please remove SkyFile Anti Virus and re-start the installation from the beginning.
e Continue to follow the instructions until the installation of your SkyFile Anti Virus is completed.

e Setup has created all necessary directories, network shares and also the SkyFile Mail API

configuration.

At the end of the installation, the system confirms that the installation has been finished and asks the
guestion if you have an update package “SFAV_IDE.ZIP” to install.

e Please click on “Yes” to install IDE package.
e if you have answered “yes” but do not really have an IDE package, you can restart the engine
setup without a problem and at the end when the questions appears again you can answer

“ ”

no-.
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6.2 SkyFile IDE package installation.

In a second step SETUP.EXE in SFAV_IDE.ZIP must be executed. It will add all IDE files which are
newer than the engine database. All Sophos files will be located in a directory “Antivirus.DIR” within
the SkyFile main directory, like “C:\SkyFile\Antivirus.DIR”. This directory is opened as a network share
by SETUP.EXE.

The share name is “\\<computername>\InterChk” e.g. \PC1\InterChk.
All workstations in the ship’s local network must have at least read access to this share.

¢ Please follow the instructions during SkyFile IDE package installation, until the final message

indicating the good success of your installation.

o At the end of the installation, the system will tell you that “SkyFile Anti Virus update repository
is now installed” and it will ask you the question “Should the installation of the Anti Virus Client

start now?”
o If you click on “NO”, the Sophos client can be started later executing “Setup_Workstation.bat”.

On all other computers within the ship's LAN, the customer has to start the script
"Wservername\lnterchk\Setup_Workstation.bat". The installation does not show any options. If it does

not work, detailed information may be obtained from the Windows event viewer.

After a successful installation you will see an icon in the system tray looking like a protection shield.

|

Depending on the network configuration, it might be grey and marked with a red error flag. In this case
click on it with the right mouse button and open "Configure updates”. Check here whether username
and password might be required to enable correct network access to the network share

\\<Computername>\InterChk.
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6.3 Local Area Network installation & protection.

If you want to protect the other PCs/Laptops which are connected to your Local Area Network, please

go the each PC and follow the short installation guide.

= Go to the first “slave” PC
=>» Select “My Network Places”
=> Select the Interlink to the Master PC (for instance \PC1\interchk)

=>» Start the script \\servername\interchk\Setup Workstation.bat. The installation does not show any
options. Please, wait for complete installation.

6.4 General functions

The Sophos client on the master PC and on all client PCs in the local network will check frequently
whether there are new files within the update repository. After the first installation there is no need to

start any actions manually.

Even after the engine update (at least every 3 months), only the application "SETUP.EXE" must be
started on the master PC. This will update the repository, and all Sophos clients will get these updates
silently. To verify this, you can right-click the Sophos icon in the system tray and choose "Open
Sophos client". Here you can check the product info in the help menu. In the same window of the
Sophos client you can specify the protection options (on-access check, exceptions, scheduled drive

checks and so on).

The version of the installed Sophos engine can be viewed in the new SkyFile Mail “Help” menu, please

select “Anti Virus”. Detailed information can be seen in the Sophos client software as well.

When the engine gets older, the master will get a popup window reminding him that he has to do an

engine update. This happens after the engine gets 100 days and 150 days old.
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In addition to the popup message for the master an email to the remote configuration address is sent
with the same information (see below):

From: config-daemon@ SkyFile.com [mailto:config-daemon@ SkyFile.com]
Sent: lundi 1 septembre 2014 13:21

To: [remoteconfig-address]

Subject: [Account-Name] SkyFile Anti Virus engine is 120 days old

SkyFile Mail account [Account-Name] has installed the SkyFile Anti Virus engine version "10.3.3
VDL4.31E".

This engine is now 120 days old.

The SkyFile Anti Virus engine will only work properly

within its lifetime of 9 month. Please download a new

engine from the SkyFile Mail Remote Client Configuration website
and update this installation as soon as possible.

For more info, contact our Customer Care

Email: asbc.customercare@astrium.eads.net

Customer Care EMEA

Tel: +33 1 70 48 98 98

Customer Care Americas

Tel: +1 310 616 55 94

Tel: +1 855 769 39 59 (US toll Free)
Customer Care Asia Pacific

Tel: +65 64 29 83 11

Web: www.astrium-satcom.com

7. NOTIFICATIONS CREATED BY SKYFILE ANTI VIRUS

During the installation and usage of SkyFile Anti Virus several mails are generated. All these
notifications are sent to the Remote Configuration addresses registered in Airbus Defence and Space’
SkyFile Mail Administration Tool.

If you need to know how your Remote Configuration option is configured, please contact Airbus
Defence and Space Customer Care.
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7.1 Firstinstallation of SkyFile Anti Virus.

After successful installation of SkyFile Anti Virus and after the first connexion to SkyFile Mail server,
you receive the following notification:

From: config-daemon@ SkyFile.com [mailto:config-daemon@ SkyFile.com]
Sent: jeudi 10 juillet 2012 11:41

To: [remote configuration addresses]

Subject: (SkyFile Mail Account Name) SkyFile Anti Virus activated

Dear Customer,

SkyFile Anti Virus has been installed on [SkyFil Mail Account Name] and had its first online contact.
SkyFile Anti Virus updates will now be sent to account until you unsubscribe the service.

Client has requested IDE updates starting with 12.06.2014.

2987464 Bytes were delivered to the mailbox.

For more info, contact our Customer Care

Email: asbc.customercare@astrium.eads.net

Customer Care EMEA

Tel: +33 1 70 48 98 98

Customer Care Americas

Tel: +1 310 616 55 94

Tel: +1 855 769 39 59 (US toll Free)
Customer Care Asia Pacific

Tel: +65 64 29 83 11

Web: www.astrium-satcom.com
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7.2  SkyFile Anti Virus Engine update

After successful installation of SkyFile Anti Virus new update, you receive the following notification:

From: config-daemon@ SkyFile.com [mailto:config-daemon@ SkyFile.com]

Sent: mardi 15 juillet 2014 15:48

To: [Remote configuration addresses]

Subject: (SkyFile Mail Account Name) SkyFile Anti Virus engine 10.3.3 VDL4.31E

SkyFile Mail account [SkyFile Account Name] has installed the
SkyFile Anti Virus engine version "10.3.3 VDL4.31E".

This engine was generated 09.07.2014.

For more info, contact our Customer Care

Email: asbc.customercare@astrium.eads.net

Customer Care EMEA

Tel: +33 1 70 48 98 98

Customer Care Americas

Tel: +1 310 616 55 94

Tel: +1 855 769 39 59 (US toll Free)
Customer Care Asia Pacific

Tel: +65 64 29 83 11

Web: www.astrium-satcom.com
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7.3  SkyFile Anti Virus Expiring Engine (after 120 and 150 days of usage)

SkyFile Anti Virus Engine is fully efficient during 9 month maximum. After 120 and 150 days of usage,
you will receive the following naotification as a reminder;

From: config-daemon@ SkyFile.com [mailto:config-daemon@ SkyFile.com]
Sent: mardi 15 juillet 2014 15:48

To: [Remote configuration addresses]

Subject: (SkyFile Mail Account Name) SkyFile Anti Virus engine is 120 days old

SkyFile Mail account [SkyFile Account Name] has installed the
SkyFile Anti Virus engine version "10.3.3 VDL4.31E".

This engine is now 120 days old.

The SkyFile Anti Virus engine will only work properly

within its lifetime of 9 month. Please download a new

engine from the SkyFile Mail Remote Client Configuration website
and update this installation as soon as possible.

For more info, contact our Customer Care

Email: asbc.customercare@astrium.eads.net

Customer Care EMEA

Tel: +33 1 70 48 98 98

Customer Care Americas

Tel: +1 310 616 55 94

Tel: +1 855 769 39 59 (US toll Free)
Customer Care Asia Pacific

Tel: +65 64 29 83 11

Web: www.astrium-satcom.com
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7.4  SkyFile Anti Virus New Engine available.

Each quarter, Sophos provides a new version of SkyFile Anti Virus engine. It is absolutely necessary

to update your engine every quarter.

Each quarter, you will receive the following notification;

From: config-daemon@ SkyFile.com [mailto:config-daemon@ SkyFile.com]

Sent: jeudi 17 juillet 2014 13:45

To: [Remote configuration registered addresses]

Subject: (SkyFile Mail Account Name) SkyFile Anti Virus engine version 10.3.3 VDL4.31E
(02.07.2014) available

Dear Customer,

there is a new SkyFile Anti Virus engine update available.

You can download it from http://webmail. SkyFile.com/cfg.htm

You must install an engine update at least every 9 months.

For more info, contact our Customer Care

Email: asbc.customercare@astrium.eads.net

Customer Care EMEA

Tel: +33 1 70 48 98 98

Customer Care Americas

Tel: +1 310 616 55 94

Tel: +1 855 769 39 59 (US toll Free)
Customer Care Asia Pacific

Tel: +65 64 29 83 11

Web: www.astrium-satcom.com
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8. QUATERLY UPDATE OVER THE AIR

From SkyFile Mail v8.25 and SkyFile Anti Virus v10.2.6, the users benefit from a new service allowing

the captain to download the engine update via a satellite link (Over the air).

The quaterly update system removes the need for yearly manual updates that previously required an

engineer to visit the vessel and update the system using solid media every three months.

By reducing the size of the updates from 100 Mbytes to between 7 and 20 Mbytes, updates can be
done over the air, which whilst using bandwidth, is far more cost effective than visiting the vessel and

manually updating the Anti Virus engine four times a year.

To benefit of the monthly update over the air, please contact Airbus Defence and Space Customer

Care (asbc.customercare@astrium.eads.net) . A registration is required.

When the registration is effective, the captain receives a monthly notification informing him about the

availability of a new and updated Anti Virus engine.

Here is the text received by the captain:

".T.? Received email EI@
File Edit Attachments Tools Help
From: <config-daemon@skyfile.com >
To: master. VICTORIA-STAR @skyfile.com
Date: Wed, 29 Oct 2014 09:46:59 0000 (GMT)
subject: (VICTORIA-STAR) SkyFile Ant Virus engine version 1037 527 VDD 5.07 avaiable
bear customer, -

There is a new SkyFile Anti Virus engine update available.

You can download it directly over the air using the according menu option in SkyFile Mail client.
"Configuration > SkyFile Anti Virus > Check & Download anti-virus engine "

For more info, contact our Customer Care

Email: asbc.customercare@astrium.eads.net

Customer Care EMEA
Tel: +33 1 70 48 98 98

Customer Care Americas
Tel: +1 310 616 55 94
Tel: +1 855 769 39 59 (US toll Free)

Customer Care Asia Pacific
Tel: +65 64 29 83 11

Web: www.astrium-satcom.com

11 15:48:58  NUM
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« Check and install updates of SkyFile modules » gives to the master a full picture of the sofware

versions and if some of them have to be updated, including SkyFile Anti Virus

w Check and install updates of SkyFile modules

SKYFILE" MAIL

Installed version:  9.00b

Availiable update: Latest version installed

SKYFILE® ANTI VIRUS

Installed version:  10.3.1VDL4.98G (26.02.2014)
Availiable update:  Your antivirus engine is too old. You must install a newer version.

| Dowrioad |
SKYFILE® NOAD

Installed version:  1.32
Availiable update: 1,33 (13,10, 2014) Updated country & port list + 2 Recognized Security Organiza...

[ o | [ Download

(Sl

e «INFO » gives to the master more information about the changes, the versions and the

volume of data to be transfered

o “DOWNLOAD” starts the downloading of the latest version of the engine.

After the reception of the new file, it can be installed from the same area. The button “Download” is just

replaced by “Install”
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9. SOPHOS INTERFACE

By clicking with the right-mouse on Sophos Icon, you can access to Sophos Anti Virus interface.
Some features can be modified or customized.

For more information about Sophos Anti Virus interface, please use the Online Help Menu.

B Sophos Endpoint Security and Control ‘:”E”X'

© File Yiew Configure Help

- Back o’ Farward OHome OHelp

Status Anti-¥irus and HIPS

(& On-access scanning: Enabled @

@ onfigure anti-virus and HIFS
& Items in Quaranting: O

() web control: Disabled @ 5eans G Vigw anti-virus and HIPS log

8‘ Last updated: 4/8/2013 13:47:28

) Product version: 10.2 % Manage quaranting ikems
Help and information Tamper protection
0 Help topics @ Corfigure kamper protection @ View tamper protection log
{0 visit Sophos website
(i) Wiew security information I Authenticate user
% Sophos kechnical suppart
© view product information
Updating
Corfigure updatin Wigw updating lo
| €] g P 9 P g og

Press F1 for help
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If you need to setup a regular scan of your PC, please go to “Scans”, then “Select new scan”.

Set up a new scan.

©

AIRBUS

DEFENCE & SPACE

Select the repertories you want to scan

Select, “Schedule this scan”.

: File View Configure Help

Status

(g ©n-access scanning: Enabled

9 Items in Quarantine: O
(_) ‘web control: Disabled

.’_'}' Last updated: 4/8/2013 13:47:28

(5] Product version: 10,2

Help and information

© Help topics
{0 visit Sophos website

@ Wigw security information

€% Sophos kechnical suppart

O view product infarmation

Press F1 for help

B Sophos Endpoint Security and Control

° Back = Forward OHome gHelp

Q This scan can be run or modified only by the user who created it.

Scan name:

| Mews scan

| Save and start

Items to scan:

Save

=]

D@ My Docurents
{i My Computer
[=e* Local Disk (C:)

[]%e# Local Disk (E:)
[J%e Local Disk (F:)
[J%e Local Disk (:)
[J%e Local Disk (H:}
]2 DVD-RAM Drive (1:)
[IC3) shared Documents
[ My Documents
D\a My Metwork, Places

B RO R BB

[1C) sFazod

Cancel

= Configure this scan
= Scheduls this scan

Activate “Enable schedule” menu.

Schedule scan

[V]Enable sch
Days when the scan will run

Monday

Tuesday

Wednesday

Thursday

Friday

[ 5aturday

[ sunday

Times when the scan will run

900 PM

User name and password

Add
Remove

Edit

User pame: | TEDMEW

Password: |

Confirm password: |

Configure your personal scan and confirm.
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If you use a Windows system without a Windows login-password, you are not able to configure the
scheduled scans.

In that case, the scan is done on a daily-basis, at 09:00 local PC time, except on Saturday and
Sunday.

The scan is done later if the PC is not running at that time.
9.2 Sophos Anti Virus interface, Messaging.

Your system can be configured to send alerts via email when viruses or suspicious files are detected.

This menu is accessible by:

B Sophos Endpoint Security and Control \:”E”z|

© File Yiew Configure Help
:°Eack Forward OHome oHelp

Status

Configure

(& On-access scanning: Enabled

& Items in Quaranting: O
() web control: Disabled = Behavior monitoring

£ Last updated: 4/8/2013 13:47:28 = On-demand extensions and exclusions

(5] Product version; 10,2 . .
= Right-click scanning

Help and information = Sophos Live Protection

= eb Prokection

0 Help kopics
{0 visit Sophos website = Authorization

(i) view security information = User tights For Quaranting manager

% Sophos kechnical suppart
© view product information Alertl ng

= Messaging

= Logging

Press F1 for help

And “Messaging”

Messaging, |Z

Messages to send

Wirusspyware detection and cleanup
Suspicious hehavior dstection
Suspicious file detection

Adware and PLA detection and deanup
Scanning errars {e.g. access denied)
Other errors

Recipients
& victoriastar support@orange. fr Add
Configure SMTP.

Restore defaults
E

To be alerted via emalil, please configure the SMTP settings.

SkyFile Anti Virus | Installation guide | v3.00 Page 21/26



@ AIRBUS

DEFENCE & SPACE

Configure SMTP settings

SMTP server 5
Enter the host name {g.g. mail.sophos.com) or IF address

(e.q. 162.83.82.1) of vour SMTP server,
|h27‘0.0.1 |

SMTP 'sender’ address

Bounces and non-delivery reports will be sent ko this
address, Leaving this blank will prevent SMTP servers
fram sending nan-delivery reports.

Cancel

Help

| master vickoriastar@skyfile, com |

SMTP 'reply to' address

| master vickoriastar@skyfile, com |

Language

Which language dao you want the email ta be sent in?

English ~

III %

10. SKYFILE ANTI VIRUS DE-INSTALLATION

To remove SkyFile Anti Virus from your computer, please go to “Control Panel” — “Add or Remove

Programs”

Please remove:
a) Sophos Anti Virus
b) Sophos AutoUpdate

c) SkyFile Anti Virus
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11. F.A.Q

11.1 PC privileges

The Sophos Anti Virus program running in Windows as a service has one known security hole. It can
be stopped and disabled by a simple command-line like “NET STOP <service> if the logged-in user
has administrative privileges (which often seems to be the case). Any new/unknown Trojan which
made its way through the Anti Virus shield can stop the Sophos service and then download new parts

of itself from anywhere.

This is not possible if the Windows user has restricted privileges only; in this case it is not possible to

stop a service.

To avoid this issue, the PC should normally run with restricted privileges, though installs and engine

updates require administrative rights, of course.

11.2 SkyFile Anti Virus and SkyFile Mail installation path

SkyFile Mail and SkyFile Anti Virus are, intentionally, installed into C:\.

Please, do not install the software into C:\Program files.

Current Windows versions do not allow write network access to this folder which would make it

impossible to use subaccounts from other LAN workstations.

Under Vista and Windows 2008 applications have no right to write files into their own path if they are

under C:\program files.

Trying to move the software from the original installation path to C:\Program files will leave registry
entries unchanged (pointing to the previous path), so SkyFile Mail cannot work after this tricky

circumvention of the setup program.

This is the reason why the setup program defaults to C:\SkyFilemail.
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11.3 SkyFile Mail (or other software applications) run slowly after SkyFile Anti Virus'

installation.

This can happen if a network drive is mapped on your computer.
By default, Sophos Anti Virus scans all the disks. If one of the drives is mapped with a network location

containing a lot of files, scanning can slow down your PC's performances.

To exclude remote files from scanning operation:

¢ Right click on Sophos Anti Virus icon and select "Open Sophos Anti Virus"

e Goon Configure Sophos Anti Virus/On-demand extensions and exclusions menu
e Select Exclusions tab and click on "Add" button

e Select "Remote files" and "Save"

11.4 Arred cross appears on Sophos Anti Virus icon.
That means that last SkyFile Anti Virus update failed so last .ide files were not received or not
processed correctly.

o Check the update configuration: this should be \\<computername>\InterChk for a "Network
installation" and SKYFILEDIR\Antivirus.dinESXP for a "local workstation installation" where
SKYFILEDIR is your SkyFile mail directory

e If you have a "network installation”, check your network cable is plugged

11.5 Where can I find information about Sophos Anti Virus?

Sophos Anti Virus documentation can be accessed through Sophos Anti Virus window ("Help Topics

in left menu) or on Sophos Web Site www.sophos.com

11.6 Sophos Anti Virus icon doesn't appear.

That means that the software is not launched correctly.

Reboot your PC or execute setup_workstation.bat under /Antivirus.dir in SkyFile directory.
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11.7 How can | use Alerts / Messaging menu?

Alerting/ Messaging menu allows users to customize messaging. Please refer to Sophos Anti Virus

documentation for more information (See point 3).

Note: Email alerting can only be used if your PC is connected with an SMTP server, which is not the

case in most of the onboard configurations.

11.8 An Anti Virus software is already installed.

SkyFile Anti Virus cannot be installed in that case.

Remove your Anti Virus through "Add/Remove" menu in Windows parameters configuration.

11.9 How can I configure auto-scan?

You can only configure a customized scan if you are administrator of your PC and account is protected

by a login and password.
In that case:

¢ Right click on Sophos Anti Virus icon and select "Open Sophos Anti Virus"
e Click on Set-up a new scan
e Choose scan name, items to scan, schedules.. and save it

If you don't have any password, a default scan is planned once a week (Friday, 12PM) and cannot be

changed.
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12. NEED SUPPORT?

If you have any questions, please contact your Key Account Manager or Customer Care:

Customer Care — Astrium Services Business Communications

Email: asbc.customercare@astrium.eads.net
EMEA: +33 (0)1 70 48 98 98
Americas: +1 (310) 616-5594

+1 855 769 39 59 (toll free)
Asia Pacific: +65 64 29 83 11
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